Abstract-The field of usability, user experience (UX) design and human-computer interaction (HCI) arose in the realm of desktop computers and applicat ions. The current experience in co mputing has radically evolved into ubiquitous computing over the preceding years. Interactions these days take place on different devices: mobile phones, e-readers and smart TVs, amid numerous smart devices. The use of one service across mult iple devices is, at present, common with different form factors. Academic researchers are still try ing to figure out the best design techniques for new devices and experiences. The Internet of Things (IoT) is growing, with an ever wider range of daily objects acquiring connectivity, sensing ability and increased computing power. Designing for IoT raises a lot of challenges; the obvious difference being the much wider variety of device form factors. IoT is still a technically driven field, thus the usability of many of IoT products is, in some way, of the level anticipated of mature consumer products. This study focuses on proposing a usability evaluation criterion for the generic IoT architecture and essential technological components.
I. INTRODUCTION
The Internet of Things (IoT) is the future of the Internet and an integrated part of the modern person's daily life. Statistics and trends in the field of Informat ion Technology (IT) indicate that the Internet is now literally used for everything and by everyone. IoT systems are perceived to support various spectrums of users , technical and non-technical, in the same way [1] . The encroachment of ubiquitous computing technologies, like wireless networks and mobile devices, partake significantly in the augmented availability of dig ital informat ion and services in our day to day lives, transforming how people access and make use of them. The IoT is a technology that spreads digital resources to the real world, linking such resources with daily objects by augmenting the latter with RFID (Radio Frequency Identification) or Near Field Communication (NFC) tags.
Usability has been increasingly recognized as a crucial quality dimension to arbit rate the success of interactive systems. According to [2] , usability is -the competency of a product to be understood, learned, operated and is attractive to the users' when they are used to achieving certain goals with effectiveness and efficiency in specific environments‖. The authors further expound that the usability of a product is habitually validated through its interfaces.
To date, there are no defined usability dimensions or guidelines specifically meant for IoT devices. The guidelines available are part icularly intended for desktop and web based applications and systems. The IoT tends to use mobile applicat ions, in addition to web based and desktop applications, due to their mob ility nature. To ensure that systems meet their expected quality performance, a nu mber o f usability guidelines have been introduced in the past [38] . These, however, are only generic rules that guide the design and imp lementation for the IoT. Usability guidelines in this field are lacking as usability is relatively unexplored and unproven [3] .
This study aims to address this issue by proposing a set of usability dimensions to be considered in the design and evaluation of IoT systems. This research also intends to review the existing usability guidelines for IoT systems, in order to identify and priorit ize the usability d imensions based on its importance. The guidelines and usability evaluation criteria are proposed based on reviews of previous related studies and observations of current trends. The findings of this work could motivate the init ial steps in the development and introduction of more targeted guidelines for IoT systems.
This paper is organized as follows : this section provides a brief introduction on the meaning of usability and IoT. Next , section II explo res related works in IoT as well as usability, to gain insight on how they are intertwined. Section III g ives an in-depth review of IoT, its applicability and technological co mponents. Section IV then exp lores the aspect of usability engineering and important usability evaluation criteria , as well as important requirements necessitated for usability integration. Finally, a conclusion of the general overview of the research and recommendations for the proposed evaluation criteria are discussed in section V.
II. RELATED WORKS
The princip le and concept of internet usage have witnessed a new revolution with exponential changes in operational abilities [4] . This change has significant effect and impact on every aspect of our lives, and serves as a new frontier towards future evolution of technology. [5] exp lains that the technological concept of IoT revolves around interconnectivity between objects within our surroundings; this is applicable to all scenarios of our lives, e.g. wearab les, smart phones and TV's etc. According to [6] , the operational abilit ies of these smart devices should be easy and smooth for the users , and must function maximally at all times . Although the technological concept of IoT presents great opportunities, according to [7] and [8] , there are still many open challenges that must be addressed to ensure smooth operability and applicability.
There are currently no standardization and quality dimensions for IoT applications and devices [7] , [9] . As such, [10] proposes a quality dimensional model, which must address issues related to usability, operability, reliability, responsiveness and personalization. The application of usability engineering process in the development of IoT device interface would ensure smooth and easy to use operational systems for the users. Integrating usability prospects into the development of IoT devices also provides reliability assurance for the user based on the functionality of the system or device.
III. INTERNET OF THINGS (IOT)
This technological paradig m has over the years become a focal area of research at both the industrial and academic levels. The concept, which introduces a new era in co mputing, g ives inanimate objects the capability of communicat ing. The term ‗Internet of Things' (or IoT, as it is popularly abbreviated) was invented by Kevin Ashton in 1999, in the context of supply chain management [5] . In both the industrial and academic scenario, IoT has been defined in different aspects and scenarios depending on its application. The IoT, as stated by [11] , is a technological advancement which is recognized as one of the most important aspect of future technology, with a fo recast that this technology would evolve beyond 26 b illion units by 2020 (up fro m 0.9 billion in 2009).
According to [12] , the IoT paradig m is based on -intelligent and self-configuring nodes (things) interconnected in a dynamic and global network of infrastructure‖. It provides connectivity for anyone and anything at any given point in time. The basic technological concept behind this paradigm, according to [13] , is to give autonomous and secure connectivity between objects (i.e. things) with processing capability through exchange of data amongst real world devices and applications. It is characterized with several features comprising of the complex working environ ment, wide distribution of network segment, as well as a no specific standardized network topology [14] . So me basic technological components towards making the vision for connected objects a reality include radio frequency identification (RFID), sensors, actuators, mobile phones and other portable devices.
A. Internet of Things (IoT) Scenario
As a technological parad ig m with heterogeneous components, the IoT has over the years been inevitably applied and integrated into different scenarios in the modern environ ment [15] . According to [8] , the IoT embraces the convergence of different technological components for sensing, connectivity, processing, as well as control, through application software. It enables vast and sophisticated service processing for tracking, composed of heterogeneous devices by creating communicat ion channels and also translating their functionality into useful service for the user. Examp les of major application do mains are described as depicted in Fig. 1 .
Smart homes: According to [15] , ho me and office automation has been made possible due to technological advancement in the IoT as it decreases consumption of resources associated to building, e.g. water and electricity, and also improves the standard of living for hu mans. Sensors are constantly integrated into homes and office equipment for easy monitoring of resources and users' needs [8] . A notable instance of automation in ho mes and office includes internet enabled television control, air conditioning automation, switching on/off of lighting, etc.
Transportation: As suggested in [16] , a notable application area of IoT technology in transportation is in the vehicle anti-theft t racking system. This technology gives the user the ability to co mfortably monitor transitions of the stolen vehicle with options for visualizing the process through a GPS software-enabled application. Smart transportation enables logistical tracking of assets irrespective of its location and environment, and also provides an avenue in which these assets communicate with the users through chips embedded in them [17] .
Healthcare: Th is is an important domain in which the IoT actively enhances productivity and improves service delivery [5] , [18] - [20] . It provides a systematic mechanis m in wh ich track records of human health can be analyzed, monitored and also provide emergency services to individuals in need as a result of actively tracking the health activity of the individual. In hospitals, RFID technology (an important driving force in the IoT) has been actively deployed into medical equip ment for easy tracking. 
B. Internet of Things (IoT) Architecture
Research in [7] - [8] and [18] - [20] suggest that the IoT is co mposed of four funda mental layers: perception, network, middleware and application, as described below:
In [13] , th is layer is described as the device layer. It constitutes the physical objects as well as the microprocessor chips and sensors. It comprises of the RFID tags, sensors, bar-codes, bluetooth, infrared technology, etc. This layer deals with giving identity to objects as well as collecting of identity and vital data through the sensors, which are passed to the network layer to provide secure data processing and transmission.
 Network layer:
Generally characterized as the fundamental enabling platform fo r co mmunication between devices in the IoT paradigm, wh ich relates and transmits objects (things) status and data [24] . It consists of both wired and wireless access communicat ions, common ly using the cellular, WIFI, microwave and satellite infrastructures.
 Middleware layer:
This basically co mprises of informat ion gathering and intelligent processing. It bridges the gap between the eccentric devices, wh ich include software control components of the IoT, cloud management platform, data centers and control centers [25] .
 Application layer:
This layer is characterized as the applicat ion support that enables developers to easily carryout authentication and certification of device management for the end users.
C. Essential Technological Components of IoT
According to [5] - [6] , [19] - [20] and [22] , the fo llo wing are the essential co mponents that make the IoT paradig m a possibility: [52] This technological component is characterized as one of the enabling co mponents of the IoT, as described in [11] . It allows fo r autonomous identification of objects (things) as well as data capture of fundamental informat ion about the objects through radio waves, tags and a reader. RFID. These sensor-like chips provide identity to anything they are attached to and also enable integration of objects into a broad network domain [12] , [21] . This principle serves as a pivotal enabler for the technological component to continuously acquire status informat ion about its environment. They play an impo rtant role towards linking the gap between the physical world and the information processing world. According to [5] and [18] , there are three types of RFID tags :
(1) Active RFID tags -this type of RFID tags is battery-enabled with the capability of efficiently communicat ing with the reader. The energy supplied to the tag helps to init iate co mmunicat ion with the reader. This technological component of the IoT allo ws for different network topologies and mult i-hop communicat ion between embedded objects. It consists of spatially autonomous distribution of sensors / RFID enabled devices that continuously monitor environ mental as well as physical condit ions of basic status, locations or transitions in embedded objects [11] , [27] . A WSN architectural representation is given in Fig. 3 . Fig.3 . Architectural representation of WSN [27]  Middleware:
It is a mechanism at which the cyber infrastructure, service oriented arch itecture and sensor network interpose, in order to provide access towards the IoT heterogeneous sensor resources [5] . It is based on the concept of isolating resources that can be utilized by different software applicat ions. It is characterized as a software layer [11] in the IoT parad ig m, wh ich interposes between the functional control of the software applications and enables communications of the basic input and output of data.
 Cloud computing:
As described in [28] , cloud computing creates enabling ways in which the IoT systems are designed, developed, tested, deployed and maintained on the Internet. It applies a utility model that defines how embedded systems consume computing resources (e.g. storage).
Cloud computing is defined as a technological concept that provides huge data streams for storage capabilit ies to everything or anything with processing capability [29] , [30] . It is considered as a complex system of distributed parallel co mputing, utilizing co mputing with network and virtualizat ion technology. It serves as a back-bone of the IoT because of its capability to provide back-end solutions towards handling of the enormous data streams emanating fro m various IoT devices. Analyzing the technological concept of the IoT [11] , [31] , many of its applications demand enormous amounts of data storage, high processing speed in order to enable real-t ime communicat ion, as well as easy decision making processing. Cloud computing for the IoT is capable of providing on-demand access to a shared pool of configurable resources and devices , i.e. networks, servers, wearables, storage and applications , to meet the required needs. An example of an end-to-end model of interaction in a cloud centric IoT paradigm is given in Fig. 4 .
 Application software:
The application software o f the IoT is considered as a platform fo r co mmunication. It enables easy communicat ion between machine-to-machine and human-to-machine. A notable examp le of application software of the IoT scenario is the GPS tracking software for transportation. This software provides a platform fo r interaction, monitoring and communicat ion between objects in transition, i.e. monitoring of assets and car transition.
IV. USABILITY ENGINEERING
Usability engineering is the branch of engineering concerned with the design and development of systems interface with high usability, a need that arose due to the emergence of co mp lex and sophisticated systems with more interactive interfaces and a wide range of inexperienced users [32] , [33] . The usability engineering process or techniques are geared towards imp roving existing or intended systems, and is considered as one of the most important focus areas during development, as noted in [34] . It is also characterized as an important quality attribute that every system intended for humans must adhere to, i.e. enabling a user-friendly operational system.
As described in [35] , a good user-friendly system is determined in accordance with the objective of the system. This is in accordance with the ISO 9241-11, which defines usability as -the extent at which a product can be used by specified users in achieving specified goals with efficiency, effectiveness and also satisfaction in the specified context of use‖, and -the quality which characterizes the functional use of a program and application" [36] . Fig. 5 describes the relationship between the important components taking part in the process of usability.
Applying the principles of usability engineering criteria, process or technique, according to [32] , [36] - [38] , ensures that every system conforms to specificat ions and are fit for purpose based on any particular group of user(s) for which the system is created. It also should compose of a broad range of easy to use functionalities. [36] A. Usability Evaluation Criteria for IoT Fig.6 . Usability evaluation criteria [9] , [35] - [36] Generally, the usability criteria serves as a basis for determining the ease of use of a co mputing system. It is Fig. 6 represents the basic fundamental criteria all co mputing interactive systems or devices must possess for assurance of ease in usage for the users [9] , [36] . According to [9] , these are also applicable to IoT.
1) Flexibility:
This characteristic describes the generalized abstraction between various IoT application logic with the system interface [35] . An IoT system is characterized as a heterogeneous system, therefore its co mponents should have the ability to be integrated or incorporated into a new environment without any disruption of service to the user. In every co mputing system, it is expected that they proffer different ways of executing the same task [36] , in order to enable users to choose and adapt to the most suitable functionality based on preference and necessity.
2) Operability:
Since IoT consists of interconnected heterogeneous components, it is pertinent that they all function towards achievement of users specification [39] - [40] . It is expected that there is consistency in functionality, to enable the users of these systems or devices to become familiar with important functional co mmands. The adoption of important usability standards , according to [36] , would help prevent comp licat ions in navigation of the user interface of IoT devices.
3) Learnability:
According to [41] , the ease of learn ing of any given system is a major quality characteristic every system should possess. In order to achieve this characteristic, [32] and [42] state that the system should have task(s) that meet the users' way of life. It ensures that bogus technical terms, ele ments or icons that are not familiar to the user are minimal -this princip le ensures that there is no misinterpretation of the functionality to avoid leading the users astray. It is expected that an IoT system or component prevents wrong conclusions, irrelevant contents, and min imizes the use of complex co mmands by allowing as few as possible actions or functions to perform a task. As noted in [36] , co mp lex tasks hinder learning and increases the possibility of errors.
4) Understandability:
It is generally expected that every system works consistently in terms of functionality, as this enables the user to familiarize with the basic fundamental composition of the system [36] . Functionality, as depicted in [35] , describes the quality of an IoT system to be designed, developed and deployed to serve its purposes well in the prescribed duration for which it was manufactured. Considering the dynamic nature of our environment, it is expected that all IoT systems and devices are easy to learn based on the deployment environment [7] , [15] . To achieve ease of usage and learnability, IoT systems or devices must be free fro m amb iguous technical terms or co mmands that are not widely known by the users [36] , [43] . This is to avoid misinterpretation of functionality that might lead to adverse damage.
B. Achieving Usability Criteria in IoT Systems
Fro m the literature on the IoT and basic usability criteria, the scholars in [16] and [32] suggest that to achieve the basic fundamental usability criteria in a system, some requirements must be considered when integrating the basic usability criteria development and deployment of IoT systems or devices. It is necessitated considering the dynamic nature of our surroundings and due to the fact that the user's perspective and satisfaction about the system is important. The rationale towards requirement specification is to keep the basic fundamental stakeholders in the IoT technological paradigm focused on the goals or purpose of designing or developing the system. These requirements serve as prerequisites for quality assurance or as a checklist to ensure that the basic functionality of a system is strictly adhered to based on the users' needs and preferences.
According to [13] , [34] - [36] , [38] , in deploying any system (e.g., IoT), user's requirements, data requirements, functional requirements, and environmental requirements must be taken into account. These are elaborated below.
1) Data Requirements
According to [19] , -internet of things is a structure in which objects and people are provided with unique identities with capabilities of relocating any data through a network without requiring any two-way handshaking between human-to-human, i.e. source destination or human-to-systems interaction". The IoT is a system that has heterogeneously connected components with many functional and non-functional co mponents and subcomponents. These heterogeneous components constantly transmit data about their location and status [31] , [44] . The data transmitted requires enormous amounts of data storage. As a necessity, the data requirement of any proposed IoT device or system should be an essential factor to be deliberated to ensure that the usability of the system is properly addressed and prevents loss of data during transmission. Data loss causes disruption in service, which can be frustrating on the part of the user [45] .
Data requirements assists the developers in comprehending how the data will be collected and used, for their planning and development of the database(s) that has a functionality that is in support with the informat ion flow. During data / in formation gathering, it is imperative to have awareness of the storage procedure and format the information / data, for it to be utilized efficiently as well as in several ways [46] .
2) Environmental Requirements
According to [4] , the development of a trusted, secure, reliable, interoperable usability criteria into the computing environ ment of the IoT requires technologies that would ensure flexibility and scalability of the system, which gives privilege to the system as IoT with diverse components and a robust operational environ ment for its processes. As discussed in [4] , the IoT system operates around us and are sometimes attached to the human body . This requires its operational capabilit ies to fall within the environment to which it would be deployed. In [22] , it is necessary for environmental factors to be considered to necessitate deployment of reliable systems to the users' environment, with environ mental parameters like humid ity, temperature and illu minance determined to ensure that the system falls within the boundaries it was created for. According to [47] , the system's operational environment determines its operability; when a built system fails to withstand its environmental component, failure occurs that might create panic or d iscomfort among the users.
3) Functional Requirements
In order to support users with the presence of a list of features, it is necessary to give a description of their functionality. Workflo w is the sequence of steps that the users ought to take in order for them to co mplete a task. Determining the interaction between one feature and another is also vital because most times , the interaction between the features (two or more) may possibly generate new design problems that are related to functionality. According to [1] and [47] , the IoT consists of basic intelligent devices (i.e. sensors), embedded processors and many forms of connectivity components. These components are considered as functional elements, which enable business and human intelligence. The transmitted data fro m sensors and other intelligent objects serve as an input considered during various decision making for users as well as businesses and customer management [1] , [48] . In [50] , the functionality of a system determines user acceptance. Through benchmarking, the fundamental functional requirement of a system is enforced; it enables the IoT system functions to be based on specificat ions and does only what it is intended or built for.
4) User Requirements
This defines how the physical and cognitive needs of the envisioned users of the system are met. It is vital for users to have the ability to contentedly and effectively make use of an interface to realize the goals it has been designed to support. User requirements can be specified when the users of the system interface and the environment in which it will be used are clearly defined. According to [38] , with regards to usability engineering, improving the usability of a system requires a standard benchmark for design, development, imp lementation and deployment. In [23] , it was suggested that a draft of a technical oriented reference document is provided with the aim of representing the standardization of requirements for IoT systems or applications.
A contextual task analysis method can be used to achieve insights on the expectations of the interface use by keenly scrutinizing the way they presently carry out tasks that are similar to what the interface will support. In the situation where the number of the targeted users with disabilit ies (e.g. impaired v ision, hearing problems or limited motor skills) is high, one may be fo rced to come up with an interface design that supports accessibility tools. According to [20] , the IoT should have unique features and diverse requirements , be time tolerant, have secure connections, good monitoring and low energy consumption. These service requirements ensure that the user utilizes the system's fu ll potential without disruption in service. The reliability of the IoT system provides trust and confidence during usage [9] , [51] .
V. CONCLUSION
As the technological trends continue to expand, especially so for user-enabled technologies, the need to continually implement standards to ensure that systems comply with specifications is required. The IoT technological paradig m has over the years become a world wide phenomenon with most of them co mposed of user interfaces, e.g. s mart watches and applications control points in smart phones. Usability engineering processes ensure that certain standards are met and guidelines adhered to, because the likelihood of affecting the user's perspective, way of life and feelings is high.
The usability evaluation criteria, as discussed in this paper, reflects previous literature on the basic fundamental criteria that all intelligent computing systems and devices must possess, including the IoT. In order to properly imp lement these criteria into the technological paradigm o f the IoT, the stated requirements should be met.
